To facilitate the adoption of open-source software (OSS) in industry, it is important to provide potential users (i.e., those who could decide to adopt OSS) with the means for evaluating the trustworthiness of OS products. This paper presents part of the work done in the QualiPSo project for this purpose. A set of factors that are believed to affect the perception of trustworthiness are introduced. In order to test the feasibility of deriving a correct, complete and reliable evaluation of trustworthiness on the basis of these factors, a set of well-known OSS projects have been chosen. Then, the possibility to assess the proposed factors on each project was verified: not all the factors appear to be observable or measurable. The paper reports what information is available to support the evaluation and what is not. This knowledge is considered to be useful to users, who are warned that there are still dark areas in the characterization of OSS products, and to developers, who should provide more data and characteristics on their products in order to support their adoption.
Introduction
The success of OSS is due to multiple reasons, ranging from technical qualities to financial, ethical and political motivations. Nonetheless, the adoption of OSS is still limited. The reason is that, in several cases, OSS fails to convince potential users that its adoption is safe and poses no more risks than purchasing commercial software. In this paper, we report on the initial work, carried out in the QualiPSo project, that focuses specifically on the characteristics of OSS products and artefacts, in order to identify the ones most closely related to trustworthiness. The QualiPSo (Quality Platform for Open Source Software) project 0 is an ongoing initiative that proposes a coherent and systematic evaluation of the trustworthiness of OSS projects, and aims at promoting the diffusion of OSS by focusing on OSS trustworthiness.
We name "trustworthiness" the set of qualities that are of interest for the users, especially in the process of deciding whether a given OS program (or library, or other piece of software) is "good enough" to be used in an industrial or professional context.
Firstly, we defined the set of factors that were believed to be the most closely related to the perceived trustworthiness 0; then we identified a set of OSS projects, widely adopted and generally considered trustable, to be used as references. Afterwards, a first quick analysis was carried out, checking which factors were readily available on each project's web site. The idea was to emulate the search for information carried out by a potential user, who browses the project's web sites, but is not willing to spend too much effort and time in carrying out a complete analysis. Since the view of trustworthiness factors emerging from the analysis seemed too subjective, it was decided to precisely define measures specifying how to evaluate the OSS characteristics, and how to collect data that could be effectively used in the analysis phase, to be performed according to some statistical methods.
Project selection and analysis
The selection of projects addressed different types of software applications, generally considered stable and mature. The complete set of projects comprises 32 products, different with respect to age, implementation language, size of developers and users communities, etc.
Here the criteria used to select a representative set of OSS projects are reported. Projects have a set of characterising attributes. The selection criteria aimed at:
− Including a reasonably small set of projects. − Including at least a couple of projects for every possible value of any attribute.
For instance, an attribute is the size of the development team. Four possible values were defined: 0 (inactive project), no more than ten people, up to 50 people, more than 50 people. Therefore, we took care to include at least two projects for each of the four mentioned classes. The complete set of attributes is reported in Table 1 . We analyzed the 32 selected projects, considering the information concerning the trustworthiness factors. The analysis was carried out by looking for information that was readily available in the project web sites. Table 2 lists the factors that are believed to determine trustworthiness, and reports, for each factor, how many projects provided (in the official web site) enough information to evaluate the factor. 
Factor Refinement
The experience of the quick project analysis showed that for several factors it was necessary to define more precise and specific measures. The need to base evaluations on more objective data also emerged. Accordingly, whenever a factor proved not to be directly measurable, a set of 'proxies' was defined. Some proxies can be assessed in a simple and direct manner, while others need specific tools. Table 3 reports both the new measures and the unchanged ones defined for OSS product trustworthiness. The idea is that for each OSS project the factors are evaluated according to these measurement definitions. The main areas that could not be covered in the previous analysis were those related to the quality of the product and the user community. In no project website we found any indication about the user community size, the internal software quality and complexity, or the vitality of the project.
Proxy definitions were conceived to make the assessment as easy and objective as possible. The possibility of employing tools -possibly specifically developed for this purpose-was also taken into account. Considering for instance the evaluation of the mid/long term existence of a user community, we suggest checking the following indicators: the growth rate of the community, the number of patches/releases during the last 6 months, the number of developers involved, the average bug solving time and the project age. In order to assess the growth trend of the user community we shall develop a specific tool, which -by digging into the web portals, official forums and blogs-computes the number of unique users in the last months.
Unfortunately, some information considered important is never exposed on the project websites; therefore we wish to throw a suggestion to the Open Source community, recommending the leaders of OSS projects who would like to publicize the trustworthiness of their products to publish all the useful data. In any case, there are some factors that are inherently difficult to evaluate: for instance, it is quite hard to evaluate the quality of the supplied user manual. This task could be made much easier if it were possible to collect feedback from users: it is thus important to make the users aware that the usage of some feedback collector would be beneficial to the whole user community.
Conclusions
In order to favour the adoption of OSS, it is necessary to assure the potential users that the OSS products do meet their expectations under several respects. In the QualiPSo project, the notion of "trustworthiness" is meant to include several qualities of the OSS, ranging from training support to the possibility of modifying/adapting the programs, to the availability of support from the producer, etc. Since the notion of trustworthiness is quite broad, it is necessary to fully understand what factors contribute to making a product trustworthy. For this purpose, in the QualiPSo project several OSS products have been examined: a set of factors that are believed to affect the perceived trustworthiness were identified, a set of outstanding OSS project were selected and are being analysed with respect to the mentioned factors.
Here we reported the preliminary results of the analysis of OSS products and artifacts. Next steps will include a second analysis round, based on the usage of the newly defined measures, possibly along with a campaign, addressed to OSS developers, to provide more information on the characteristics that affect the trustworthiness of their products. A number of OSS code repositories will also be analyzed, with the aid of automated tools.
The collected data will be analyzed, with the objective of identifying commonalities and differences in the characteristics and usage of OSS products, to prepare the ground for the creation of a trustworthiness model encompassing the characteristics and factors that have been observed to actually affect the perception of trustworthiness in OSS products and artifacts.
Although the analysis is not yet complete, we were able to make some preliminary observations. A first result is that by browsing the information provided by the projects' web sites, only a relatively small set of the interesting factors could be evaluated: several factors appear not to be observable or measurable. The paper reports what information is not available: developers should provide the missing information in order to support the adoption of their products. Since some of the trustworthiness factors could not be evaluated because of their subjectivity, we began a more precise definition of the measures -illustrated in Table 3 -that should be used to capture these factors.
